PRAFUL GADBAIL

DevOps Engineer

Pune, Maharashtra | +91-8087696782 | praful.gadbail01@gmail.com

LinkedlIn: linkedin.com/in/prafulgadbail | GitHub: github.com/prafulgadbail

PROFESSIONAL SUMMARY

DevOps Engineer with 2.5+ years of hands-on experience in cloud infrastructure, Cl/CD automation, Infrastructure as Code,
and Kubernetes-based deployments. Experienced in building and managing AWS, Azure, and GCP environments,
automating microservices delivery, and implementing cloud security, monitoring, and operational practices. Strong hands-
on experience with Terraform, Jenkins, Docker, Kubernetes, GitHub Actions, and Argo CD, with a focus on reliable and
scalable deployments. Available for immediate joining.

TECHNICAL SKILLS

e Cloud Platforms: AWS, Microsoft Azure, Google Cloud Platform (GCP)

e AWS Services: EC2, VPC, IAM, EKS, ECR, S3, Security Groups, Application Load Balancer (ALB), Auto Scaling, Route
53, CloudFront, AWS Certificate Manager (ACM), Secret Manager

e  Azure Services: Virtual Network (VNet), Network Security Groups (NSG), Entra ID, Azure Kubernetes Service (AKS),
Azure Container Registry (ACR)

e  GCP Services: Virtual Private Cloud (VPC), VPC Firewall Rules, Google Kubernetes Engine (GKE), Artifact Registry
e Infrastructure as Code: Terraform (Modules, Variables, Outputs, Remote Backend, State Management)

e CI/CD & GitOps: Jenkins (Jenkinsfile, Declarative Pipelines, Controller-Agent, Credentials, GitHub Webhooks),
GitHub Actions, Argo CD

e Containers: Docker, Dockerfile, Multi-stage Builds, Docker Compose, Container Networking, Image Tagging
e Kubernetes: Deployments, Services, ConfigMaps, Secrets, Ingress, HPA, Rolling Updates, kubectl, Helm

e Monitoring & Observability: Amazon CloudWatch, Prometheus, Grafana, Datadog

e Build & Code Quality: Maven, npm, SonarQube

e Version Control: Git, GitHub, Branching, Merging, Pull Requests

e  Operating Systems & Scripting: Linux, Ubuntu, Bash, Shell Scripting, Python

e Networking : TCP/IP, DNS, HTTP/HTTPS, SSL/TLS, SSH, CIDR, Routing, NAT, Load Balancing

e Databases: Amazon RDS (PostgreSQL, MariaDB), DynamoDB, MongoDB Atlas

PROFESSIONAL EXPERIENCE

DevOps Engineer Intern | Hisan Labs Pvt Ltd, Pune 03/2026 - Present

e Provisioned AWS infrastructure using Terraform with reusable modules, variables, outputs, remote state, and
environment-specific configurations covering VPC, subnets, routing, NAT, Security Groups, EC2, ECR, IAM, and EKS.

e Implemented AWS IAM and security controls using roles, policies, and least-privilege access; managed Jenkins
credentials, Kubernetes Secrets, and application database credentials securely.

e Provisioned Amazon RDS and MongoDB Atlas, configuring application connectivity, database credentials,
environment-specific settings, and troubleshooting application-to-database connectivity issues.

e Built Jenkins Declarative CI/CD pipelines for 5+ Java microservices using Controller-Agent architecture,
automating Git checkout, Maven builds, SonarQube analysis, Docker image builds and tagging, ECR publishing,
and EKS deployments with rollout verification.

e Created and maintained multi-stage Dockerfiles for Java Spring Boot microservices and frontend applications,
managing container configuration, image tagging, and Amazon ECR registry workflows.

e Deployed and managed Kubernetes workloads on Amazon EKS using Helm, configuring Deployments, Services,
ConfigMaps, Secrets, Ingress, replicas, environment variables, and resource requests/limits.
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Monitored and troubleshot AWS, Kubernetes, Docker, CI/CD, and Linux environments using CloudWatch,
Prometheus, Grafana, kubectl, and logs; resolved build, image, pod, rollout, readiness, connectivity, and system
issues using Bash and Python automation.

System Administrator | K12 Techno Services Pvt Ltd, Pune 07/2023 - 09/2025

Managed 10+ Ubuntu/Linux servers on AWS EC2, handling user and permission management, processes, systemd
services, disk utilization, application logs, system health, and operational troubleshooting.

Provisioned and maintained multi-AZ AWS infrastructure using Terraform, including VPC, public/private subnets,
route tables, Internet Gateway, NAT Gateway, EC2, S3, and Security Groups.

Managed AWS IAM and Microsoft Entra ID (Azure AD), including users, groups, roles, permissions, access
provisioning, and authentication-related troubleshooting.

Delivered IT infrastructure and network support to 1000+ users across India, resolving system, network, access,
and connectivity issues across distributed locations.

Monitored AWS and Linux environments using Amazon CloudWatch and Datadog, analyzing metrics, logs, alerts,
resource utilization, system health, and network connectivity; automated routine administration using Shell
scripting and Python.

PROJECTS

Three-Tier AWS EKS Deployment with Jenkins CI/CD
GitHub: github.com/prafulgadbail/three-tier-student-registration-app

Tech Stack: AWS EKS, Docker, Amazon ECR, Jenkins, Maven, SonarQube, Kubernetes, Amazon S3, CloudFront,
Route 53, ACM, Secrets Manager, External Secrets Operator, Prometheus, Grafana

Deployed a three-tier application on Amazon EKS, with the Java Spring Boot backend containerized using Docker
and Amazon ECR, and React frontend hosted on Amazon S3 with CloudFront.

Implemented separate Jenkins CI/CD pipelines for frontend and backend, automating frontend builds and
backend Maven builds, with SonarQube Quality Gate, Docker image creation, ECR publishing, and Kubernetes
deployments.

Configured AWS Load Balancer Controller, Route 53, and ACM for internet-facing access with HTTPS and HTTP-
to-HTTPS redirection, and integrated AWS Secrets Manager with External Secrets Operator for secure database
credentials.

Implemented Prometheus, Grafana, HPA, Metrics Server, Cluster Autoscaler, and EBS CSI for monitoring,
autoscaling, and persistent storage, with Bash automation for repeatable Kubernetes setup.

Microservices GitOps Deployment with GitHub Actions & Argo CD
Tech Stack: Docker, Docker Hub, GitHub Actions, Kubernetes, Kind, Argo CD, GitOps, Helm

Containerized Java microservices using Docker, creating multi-stage Dockerfiles and publishing versioned images
to Docker Hub for Kubernetes deployments.

Built GitHub Actions CI pipelines to automate source checkout, Maven builds, application testing, Docker image
builds and tagging, and Docker Hub image publishing.

Implemented GitOps-based Kubernetes deployments using Argo CD, managing application manifests and
continuously synchronizing the desired state with the Kind Kubernetes cluster.

Configured Kubernetes Deployments, Services, ConfigMaps, Secrets, resource requests/limits, and rolling
updates on Kind, with Argo CD providing deployment synchronization and application status visibility.

EDUCATION

B.Tech — Computer Science & Engineering | Eklavya University, Damoh 2021 -2024
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